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iNalyzer Installation

The first step is to install iNalyzer on your jailbroken device. You can do this by visiting Cydia.

Go to Cydia - Manage (make sure the following source URL is added as shown below: http://appsec-
labs.com/cydia)

1. Open Cydia as shown below:

No SIM 17:51 X 97%

~ Reload |

Welcome to Cydia™
by Jay Freeman (saurik)

ﬂ Cydia > | saurik >

v

. Featured > m Themes

a- show pictures in contact lists
Cyntact i
= v updated with iOS 5.x support

. - WiFi Hotspot, USB,
g'j MVWI 5.0 Bluetooth Tethering

v

v

E Cydia Store: Products >

& Manage Account >

2. Go to the Manage tab and tap Settings in the top menu:

No SIM 17:53 X 97 % b

Packages

View or remove packages
you previously installed.

t Sources
- =~ List current sources and add

‘ql custom ones you may know.

.« = Storage

U See how much room you
: have left for new packages.

Manage
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3. Tap Developer and then Done:

[No sIM 17:55 % 97% |
Who Are You? Done

Not all of the packages available via
Cydia are designed to be used by all
users. Please categorize yourself so that
Cydia can apply helpful filters.

This choice can be changed from
usemnglsn underthenManageu tab (on
iPhone or iPod touch), or the “Sources"
tab (on iPad).

[ User ‘ Hacker [Q»EVEle]s12d

User: Apps, Tweaks, and Themes.
‘Hacker: Adds Command Line tools.
Developer: Everything, even scary internal
stuff.

4. Go to Manage and tap Sources:

[ No sim 17:53 3 97% =2

Settings Manage

Wiliae

Manage
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5. Go to Edit 2 Add, and insert the following URL: https://appsec-labs.com/cydia:

e <) ModMyi. com

S=_mml_http://apt

o[l [ o[ o]
BEEEBHB

NoSIM % =& 16:22 83 % 2
cancel Updating Sources
Done: Release.gpg

Done: Release
Done: Release.gpg

Done: Release.gpg
[C_——__ ———)

Now go to Search and search for iNalyzer. Depending on the iOS version that you are running, you should
download the corresponding version.

AppSec Labs Ltd.

info@appsec-labs.com | https:/7appsec-labs.com | 10 HaTa’as St,, Kfar Saba 44641 Israel | T: +972-9-7485005 | F: +972-9-7730595



@ ApDpPpSec

Application security [l =] =¥

7. Once AppSec-Labs.com is listed, tap Search.

No SIM = 16:22 83% 2

] ﬁ:ppSec.—Labs.com 3
53 B_igBiqss . >
@ (;ydiaflfellesphoreo 3
- Dev ‘I.'eam_“ 3
) Hodl\‘nyi.com >

e ZodTTD & MacCiti

8. In the Search bar, type iNalyzer and tap the version corresponding to your iOS version.

NoSIM = 17:07 RE 3 96% 2
Q Inalyzed

k4 iNalyzer for iOS 4

|u iNalyzer for iOS 5
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9. In the Details tab, tap Install.

[NosIM = 17:08 B 3 96% F

Search Install

: iNalyzer for iOS 5
o -

‘ .. Change Package Settings > ‘

‘ Author AppSec-Labs ‘

iNalyzer for iOS 5

‘9 More Information > ‘

Package Details

g ) com.appsec-labs.inalyzer5 ‘

\ o . |
® A

N Search

10. In the Confirmation tab, tap Confirm.

[NosIM =

‘ Continue Queuing

Modifications

‘ Install iNalyzer for iOS 5

AppSec Labs Ltd.

info@appsec-labs.com | https:/7appsec-labs.com | 10 HaTa’as St., Kfar Saba 44641 Isracl | T: +972-9-7485005 | F: +972-9-7730595



@Appsec

=mmme Application security

11. Wait until the installation completes.

No SIM = 18:09 BE 2 100%

Running

Running Debian Packager

Install
Prepa >
Unpac v
Prepa

Reloading Data

Runni
Confi¢
Configuiing nvaiyzer oi 1w o
Installed iNalyzer for iOS 5

Installed iNalyzer for iOS 5
—_———

N

12. Tap Return to Cydia.

BE 2 100% =&

Complete

Running Debian Packager

Installing iNalyzer for iOS 5
Preparing iNalyzer for iOS 5
Unpacklng iNalyzer for |OS 5
P :

Nal zer!
ng ebi gt )
Configuring iNalyzer for iOS 5

Configuring iNalyzer for iOS 5
Installed iNalyzer for iOS 5

Once installation is complete, power-cycle your device by turning it off and then on again.

O NOTE: iNalyzer is installed in the /Applications directory because it needs to run as a root user.
See the following image:

Prateeks—MacBook-Pro:~ prateekgianchandanis ssh root@l@.f.1.23
root@le.B,.1.23"'s password:

Prateeks—iPod:~ root® cd fApplications/iNalyzer5.app/
Prateeks—iPod: fApplications/iNalyzer5.app root#
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Packaging with iNalyzer
On Your Device

1. Look for the iNalyzer5 icon:

2. Tap theicon so the iNalyzer listener will load. Once loaded, the iNalyzer listener port (:5544) will be
added to the icon:

3. Alternately, SSH ((Secure Shell) make a secure connection over an insecure network) to the device
and run /iNalyzer to start it. Run it again to stop the process.

Prateeks—iPod: /Applications/iNalyzer5.app root# 1ls

CodeDirectory dox.templates logUI.
CodeEntitlements doxMe.sh* loglI.cy
CodeRequirements footer, htmls logo.gif
CodeResources helper_init.cy lego.png
CodeSignature iNalyzers mi. py*
Info.plist iNalyzer-Deamaon. sh msgD. txt*
Menu ., sh* iNalyzerSsx msgR. txtx
PkgInfo iNalyzerS.entitlements packApp.sh*
ResourceRules.plist iMalyzer5.xcent proc.kill
_CodeSignature/ icen.png proc.run
com. appsec-labs. inalyzer5.5hutdown.plist 1libsubjc.cy r3@c5.sh
com.appsec—-labs.inalyzer5.5tartup.plist listﬁ.pp.s_ht utills. cys
Prateeks—iPod: /Applications/iNalyzerS.app root# ./iNalyzer

Prateeks—iPod: fApplications/iNalyzer5.app root#

4.  Locate your device's IP address by following these steps:

@  Open the Settings application:

Settinas

T (RS
S
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@ Tap the WIiFi Settings:

e

Airplane Mode (| OFF

H V{i-Fi AppSecLabs Free Wifi )

| &4 Bluetooth off >
@ Tap Advanced Settings:
wiF Con @
Choose a Network...
v AppSeclabsFreeWifi & F @
@ Locate your device's IP address and write it down:
P Address 10.0.0.1
Subnet Mask 255.255.255.0
DAirtar 1INNN12Q

On Your Laptop

1. Verify that GraphViz-Dot is installed (pre-installed in the VM image).
2. Verify that DoxyGen is installed (pre-installed in the VM image).

3. Open FireFox to this address http://<yourDevicelP>:5544 to receive the iNalyzer Packager welcome

screen:
|5 iNalyzer5 Packager LE1
-4 > 'ﬁ N e E 4 A
P IR e A N T

AppSec
iNalyzer Packager @M‘DDV Labs|

How to use:

1. Install GraphViz-Dot on PC/Laptop
2. Install DoxyGen on PC/Laptop
3. Choose Application from the list and click Package

Ba patient as package creation can take a while
4. Save .zip to disk and extract
5. Run Setup.bat{Win) or Setup.sh(Other)
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4. Choose Application to Package and click the Package button.

& Connecting... [

» . N =
~ - | & iphone.| g ¢ x \g' se Q) + * &
Back Forward Subscribe Re\md Stop Downloads Home Firesh

jADDSE‘C

iNalyzer Packager ‘=" isicsionsecuriy (21219

How to use:

1. Install GraphViz-Dot on PC/Laptop ///

2. Install DoxyGen on PC/Laptop

3. Choose Application from the list and clickRaskage
~—

Choose application to Pack: |y Wh.
--
F ack igin y

Ba patient as package creation can take a while
4. Save .zip to disk and extract
5. Run Setup.bat(Win) or Setup.sh(Other)

aiting for iphone.local..

5. Wait for the process to complete, at which point you will be prompted to download a ZIP file.

5 iphone.| ] S B-seQ 4+ # &

Back Forward Subscribe Reload Stop Downloads Home Firesheel

A Opening WhatsApp-v2.8.7.zip

You have chosen to open:
E WhatsApp-v2.8.7.zip

iNalyz  whichis a WinRAR ZIP archive
from: http://iphone.local:5544
How to
What should Firefox do with this file?
1. Install G
2. Install D| =) Open with | The Unarchiver (default)
3. Choose|

() DownThemAll!

Chg () dTa OneClick! § | /Volumes/Backup/installations/ | & ]

- ; Save File

[_ Do this automatically for files like this from now on.

4, Save .zif
5. Run Setf

[ Cancel oK

6. Extract the content to a destination folder on your desktop.
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Using Windows

1. Open the DoxyGen wizard and load the dox.template file form the extracted payload/DoxyGen folder:

Switch to the Run sub-tab, and click Run doxygen.
Wait for the process to complete and click Show HTML output at the bottom of the list.

= Doxygen GUI frontend =] ol =l s

File Settings Help

(w/R(w]

Step 1: Spedify the working directory from which doxygen will run

C:/Users keizer [AppSec/DemoApp

Step 2: Configure doxygen using the Wizard andjor Expert tab, then switch to the Run tab to generate the documentation

| Wizard_l Expert_l Run |

Run doxygen | Status: not running Show mnﬁguraﬁcn| I Save log...
Qutput produced by doxygen

Generating group documentation. .. -
Generaeting class documentation. ..
Fenerating namespace index._ __

Generating graph info page.- .- -

Generating directory documentaticn...
Generating index page...

GCenerating page index. ..

Fenerating module index. ..

Fenerating namespace index. ..

EGenereting nemespace member index. ..
Generating annotated compound index. ..
Generating alphabetical compound index. ..
Generating hierarchieczl class index. ..
GFenerating member index. ..

Generating file index._.

Generating file member index. ..
Generating example index. ..

finalizing index lists...

lookup cache used 0/85536& hits=0 misses=0

m

finished. ..
+¢+% Doxygen has finished

Show HTML output
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Using Linux/Mac

1. Execute the DoxyGen engine on the /Payload/Doxygen/dox.template file. For example: doxygen//Path
To Extracted ZIP]/Payload/Doxygen/dox.template.

QO Alternately, you can edit and run the doxMe.sh script.

2. Wait for the process to complete and open the /Doxygen/html/index.html file with FireFox.

3. Inspect the iNalyzer dashboard for the application:

eno WhatsApp.app: Strings analysis

iNalyzer5 Packager x I { | WhatsApp.app: Strings analysis l + |
« » 3 € X B o) ¥ ® & ¥, ® "
Back Forward ‘ xygen/htm/index.| ‘ Subscribe ® Reload Stop g ssengeQ Downloads Home Firesheep nBookmarks Firebug Websecurify EPUBReade]
WhatsApp.app iNalyzer Dashboard |0\ APPSEC

Main Page Related Pages Classes Files Q-

SEaa e o

.com/download/">http:

WhatsApp.app
Strings analysis

ViewControllers
Info.Plist Content Nf‘—u
Embeded Strings
Classes -
Files 6 137 , data provided by <a
//foursquare.com">foursquare</a>
$Q&
1&
15 24949 r
16 2495 ) )
% _Find: Snz Next | Previous Highlight all ) [ Match case Reached end of page, continued from top
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Static Analysis Using iNalyzer

In this section, we will look at the iNalyzer and how we can use it for black box assessment of i0S
applications. iNalyzer allows us to view the class information, perform runtime analysis, and many other
actions. iNalyzer automates the efforts for decrypting the application, dumping class information, and
presents it in @ much more logical way.

iNalyzer requires some dependencies be installed before use, as explained in the previous section. Please
make sure to install GraphViz and DoxyGen as iNalyzer will not function without these programs available
on your device.

1. Navigate inside the iNalyzer directory and run /iNalyzer5 without any arguments. You will then see the
full list of applications available for analysis.

Prateeks—iPod: fApplications/iNalyzer5.app rootd pwd
SApplications/iNalyzer5.app

Prateeks-iPod: /Applications/iNalyzer5.app rootd ./ iNalyzers

usage: ./fiMalyzer5 [application name] [...]

Applications available: 65@_379 weather AngryBirdsBlack-iPhone AngryBirdsRio
Fres AngryBirds! ce-iPhone ATN BatteryDoctorlite BookMyShow CloudReaders Da
fcon GeoDoIt GmailHybrid iBooks McAfee Threat Alert NASA NASA TV Fath Shazam
Snapchat Spotify TED Whiteboard Wikitude WordPress

Prateeks—iPod: /fApplications/iNalyzer5S.app root# l

2. Choose the app you want to test and pass it as an argument to iNalyzer5. iNalyzer will begin its work
by decrypting the app, discovering the class information, etc. The following steps will demonstrate the
stages as pertains to the Defcon application.

= ===y === v T
Prateeks—iPod: /Applications/iNalyzer5.app root# ./fiNalyzerS Defcon

got params fvar/mobile/Applications/25B6D942-FCAS-489D-AB3C-BFD63B1B4C30/Defecon.app/ Defcon.app 11 iNalyzer is iNalyzing
Defcon...

iNalyzer:crack_binary got fvar/mobile/Applications/25B6D942-FCAS-489D-AB3C-BFD6381B4C308/Defcon. app/Defeon Jfumps/iNalyzerS_
327b2245/Payload/Defcon. app/Defeon Dumping ARMVT portion...helloocoo polis?

iMNalyzer:Creating SnapShot into ClientFiles

iNalyzer:SnapShot Done

iNalyzer:Population Done

iNalyzer:Dumping Headers

iNalyzer:Patching Headers

Compressing decrypted application (2/2).. [===s==sssas== 1 2%

3.  When iNalyzer5 finishes its job, it will create an .ipa file (an iOS application archive file that stores an
i0S app). It will be stored in the following location:

Prateeks=iPod:/Applications/iNalyzer5.app root# ,fiNalyzer5 Defcon
got params /var/mobile/sApplications/25860942-FCAS-489D-AB3C-BFD63B1B4C30/Defcon.app/ Defcon.app 11 iNalyzer is iNalyzing
Defcon. ..
iMalyzer:crack_binary got /var/mobilefApplications/25B6D942~-FCAS5-489D-AB2C-BFDE3B1B4C30/Defcon.app/Defcon /tmp/iNalyzerS_
327b2245/Payload/Defcon,app/Defcon Dumping ARMVT portion...helloooco polis?
iNalyzer:Creating SnapShot into ClientFiles
iNalyzer:5napShot Done
iNalyzer:Population Done
iNalyzer:Dumping Headers
iNalyzer:Patching Headers
fvarfroot/Documents/iNalyzer/Defcon=-vi.1.1ipa
Prateeks-iPod: /Applications/iNalyzer5.app root#
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4. Obtain this .ipa file and download it through our system. Navigate inside the following folder:
Payload/Doxygen:

Prateeks-MacBook-Pro:~ prateekgianchandani% cd Desktop/Dumpedh Apps/Defcon-wl.1/Payload/Doxygen/
Prateeks—MacBook-Pro:Doxygen prateekgianchandanis 1ls

dox.template doxMe.sh footer.html logo.gif

Prateeks-MacBook-Pro:Doxygen prateekgianchandanis$ I

5. You will see a shell script named doxMe.sh. There is a running automated DoxyGen task running inside
this script. DoxyGen also runs GraphViz for generating graphs. The results are stored inside a folder
named HTML. iNalyzer has already stored all the class information for us inside a folder named
“Reversing Files” and uses DoxyGen and GraphViz to display the information in a much more
presentable format. In addition, this shell script opens up the index.html file inside the created HTML
folder.

#! /bin/sh

fApplications/Doxygen.app/Contents/Resources/doxygen dox.template && open ./html/index.html

e

o

6. Run this shell script and let iNalyzer finish:

Prateeks-MacBook-Pro:Doxygen prateekgianchandanis ./doxMe.sh

Warning: Tag 'SYMBOL_CACHE_SIZE' at line 55 of file dox.template has become obsolete.

To avoid this warning please remove this line from your configuration file or upgrade it using "doxygen —u"

Searching for include files...

Searching for example files...

Searching for images...

Searching for dot files...

Searching for msc files...

Searching for files to exclude

Searching for files to process...

Searching for files in directory /Users/prateekgianchandani/Desktop/Dumped Apps/Defcon-vl.1/Payload/ReversingFiles

Reading and parsing tag files

Parsing files

Preprocessing /Users/prateekgianchandani/Desktop/Dumped Apps/Defcon-vl.1l/Payload/ReversingFiles/_ iMNalyzer__.h...

Parsing file /Users/prateekgianchandani/Desktop/Dumped Apps/Defcon-vl.1l/Payload/ReversingFiles/_ iNalyzer__.h...

fUsers/prateekgianchandani/Desktop/Dumped Apps/Defcon-vl.1/Payload/ReversingFiles/__iNalyzer__.h:38: warning: reached end
of comment while inside a @code block; check for missing @endcode tag!

Preprocessing fUsers/prateekgianchandani/Desktop/Dumped Apps/Defcon-vl.1/Payload/ReversingFiles/__InfoPlist__.h...

Parsing file /Users/prateekgianchandani/Desktop/Dumped Apps/Defcon-vl.1/Payload/ReversingFiles/__InfoPlist__.h...

Preprocessing fUsers/prateekgianchandani/Desktop/Dumped Apps/Defcon-vl.1/Payload/ReversingFiles/__String_dump__.h...

Parsing file /Users/prateekgianchandani/Desktop/Dumped Apps/Defcon-v1.1/Payload/ReversingFiles/_ String_dump__.h...

Preprocessing fUsers/prateekgilanchandani/Desktop/Dumped Apps/Defcon-vl.1/Payload/ReversingFiles/Bio.h...

Parsing file /Users/prateekgianchandani/Desktop/Dumped Apps/Defcon-v1l.1/Payload/ReversingFiles/Bio.h...

Preprocessing fUsers/prateckgianchandani/Desktop/Dumped Apps/Defcon-vl.1l/Payload/ReversingFiles/DC17TableNavItem.h. ..

Parsing file /Users/prateckgianchandani/Desktop/Dumped Apps/Defcon-v1l.1l/Payload/ReversingFiles/DC17TableMNavItem.h...
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Patching output file B4/105
Patching output file B5/185
Patching output file BBE/1A5
Patching output file B7/185
Patching output file BE/1B5
Patching output file B9/105
Patching output file S9@8/185
Patching output file 917185
Patching output file 92/185
Patching output file 937105
Patching output file 947105
Patching output file 85/185
Patching output file 96/105
Patching output file 97/185
Patching output file 987105
Patching output file 207185
Patching output file 1887185
Patching output file 1817185
Patching output file 182/185
Patching output file 1837185
Patching output file 1084/185
Patching output file 1857185
lookup cache used 985/65536 hits=2587 misses=032
finished...
Prateeks-MacBook-Pro:Doxygen prateekgianchandanis I

Once iNalyzer is done it will automatically open up the index.html file stored inside the HTML folder that
was created. It is recommended to use the Firefox browser for runtime analysis as the other browsers may
not support all of its features.

@ The first page gives a string analysis of the entire app. It divides the strings into SQL and URL strings.

Defcon.app iNalyzer Dashboard @AD!:'%S;EE_

Related Pages

Classes Files a
Strings analysis

Analysis of Strings found in the executable

SQL Strings
URI strings

1 1004 <IDOCTYPE plist PUSLIC “-//Apple//DTD PLIST 1.0//EN™ “http://waw.apple.com/DTDs/FropertyList-1.0.ded">
2 104 Shttpz//wew.apple.com/appleca/root.crld
3 1252 For credits (including art credit), surf hexe: http://defconapp.groupé.net/credits

4 1253 For help, to report a bug, surf here: http://defeonapp.groups.net

5 132 "heeps/ /v a
6 2230 htp://e/st
7 2331 heeps//ve /8t
8 2332 htrpe//9
92333 heep://ee:

10 2334 htep://api-stag

11 2335 http://scareh. twitter.con/seareh. json

12 2336 hrep:/ /s

on.twitter.con/search. jsonvgete

13 2337 heeps//w

group6.not
14 2338 nttp:/ /. knantu.com

15 2339 https://

-apple.com/appleca/o
16 2340 https://wew.defcon.org/defconras. xnl
\ndeode

Hle 4 jlocalhost/U B fcon-v11/Payload/D indexhumi
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@ You can review the view controller classes used in the app.

Defcon.app

Main Page Related Pages

Defean.app
» Strings analysis
ViewControflers

DefconlnfoTableViewController
DefconinfoviewController

EventDetaiTableViewController

EventDetaiViewController

EventsTableViewController

FavoriteTal

ViewController
FirstViewControlier

HashDefcon TableViewController
MapViewCantroller
MocTableviewControlies

TableviewController

SpeakerDetailTableViewController

Classes Files i
DefconTableViewController
DefcanTableViewController click to load
EventDetailTableViewController
EventDetailTableViewController click to load
EventDetailViewController
EveniDetailViewController click to load
EventsTableViewController
EventsTableViewController click to load
FavoriteTableViewController

click 10 load

antroller

SpeakersTableViewController

DetailTableViewController

etallViewControlier
TalksTableViewController
UpdateTableViewController
Update:
de17TableViewController
info.piist Content
» Embeded Strings
Classes
b Files

ViewControlle

FirstViewController

FirstViewController click o load

HashDefconTableViewController

HashDefconTableViewController click to load

MapViewController

MapViewController click to load

MocTableViewController

MocTableViewController click to load

iNalyzer Dashboard @Appbec

Q- Searc

@ Clicking on any of the view controllers will show you its methods and properties.

Defcon.app

» CGSize

» DefeconAppDownload
> DefconApploadingView

DefconAppU

» DefconinfoViewContrafier
» Defcontabel
» DefeonTableviewControlier

» DefconTextView

» Event

» EventsTableViewController
» EventTableViewCell

FavoriteTableViewController
* FirstviewController

ViewController

» MocTableViewController

» NowTableViewController

> NSOBjectiNSObject SBISON)
<NSObject>

» NSString(NSString_SBISON)

» Persan

PersanType

» ECORefreshTableHeaderView

Main Page Related Pages m Files

Ciass List Class Index Class Hierarchy Class Members,

EventDetailViewController Class Reference

#import <EventDetailViewController.h>

+ Inheritance diagram for EventDetailViewControdler:
+ Collaboration diagram for EventDetailViewController:

» DefconinfoTablevViewCantroller

Instance Methods
(id) - initWithEvent:
(void) - didReceiveMemoryWarning
(void) - dealloc
(void) - viewDidLoad
{void) - viewDidUnload

» EventDetailTableViewControlles (id) - event

» EventDetallViewController k)| <aatBviol

Properties

Event® event

» HashDefcanTableViewControllg

Detailed Description

Definition at line 13 of file EventDetail ViewController.h.

Method Documentation

- [void) dealloc

iNalyzer Dashboard @Appsec_

s

Instance Metheds | Propenins | Listal at mamoe]

PullToRelreshTableViewControl
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Q@ The contents of the info.plist file provides vulnerable information.

Defcon.app

Main Page Related Pages Classes Files
|

Defcon.app
Strings analysis

ViewControllers

{
Embeded Strings
Classes
Files
File List
ReversingFiles
File Members
A
Typedefs
}

Info.Plist Content

CrBundleDevelopmentRegion = English
crBundleDisplayName = Defcon
CFBundleExecutable = Defcon
CFBundleTdentifier = "com.groupé.defecon”
CFBundleInfoDictionaryVersion = "6.0"
CFBundleName = Defcon
CrBundlePackageType APPL

CrBundleResourceSpecification
CrBundleshortVerasionString e

craundleSignature = "7272"
CFBundleSupportedPlatforms = {
iPhone0s
)
CFBundlevVersion = "1.1"
DTCompiler "4.2"
DTPlatformName iphoneos
DTPlatformVersion = "4.0 GM"
DTSDEName "iphoneosd . 0"
DTXcode = 0323
LSRegquiresIPhone0s = 1
MinimumOSvVersion = "3.0"

NSMainNibFile = MainWindow

UIDeviceFamily =

)

(

"ResourceRules.plist”
1

@ In the Class Hierarchy tab you will see the class information and relationship in a graphical format.
This gives us a good understanding of how this application works. These graphs are generated by

the Graphvis tool.

Defcon.app

iNalyzer Dashboard @ADDSG‘C
Roptcation sty (W11

|

v Defcon.app
Swings analysis Class Index
ViewCantrollers

Info,Piist Contant

Embeded Strings
Classes ﬁ
Class List Bio
» Class Hierarchy ﬁ
Class Members CGPoint
» Files CGRect
CGSize
DC17TableNavitem
de17TableViewController
DefeonAppAppDelegate

DefeonAppDownload
DefeonAppLoadingView
DefconAppUtils
DefconlmageView
DefeoninfoTableViewController

DefconinfoViewController
DefconLabel
DefconTableViewController
DefconTextView

ECORefreshTabl:

BICIDIEIFIHIIIMINIPIRISITIU

in_addr

MapViewControtler
MocTableVi

Event
EventDetallTableViewController
EventDetail ViewController
EventsTableViewController
EventTableViewCell

FavoriteTableViewController
FirstViewController

HashDefconTableViewController

ontroller

NowTableViewController
NSObject{NSObject SBISON)
NSObject
NSString(NSString_SBJSON)

Reachability

SBJSON

SBJsonBase

SBJsonParser

SBJsonParser

SBJsonWriter

SBJsonWriter

sockaddr_in
SpeakerDetailTableViewController
SpeakerDetailViewController
SpeakersTableViewController

Person G
PersonType
Pull T TalkDetailT:

ontroller

BICIDIEIFIHIIIMINIPIRISITIU

Q" Sean

TalksDetailViewController
TalksTableViewController
TwitterHelper
TwitterMessage

UlApplicationDelegate
Ulimage{INResizelmageAllocator)
UlScrollViewDelegate
UlTabBarControllerDelegate
UlWebViewDelegate
UpdatesUIViewController
UpdateTableViewController
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Defcon.app iNalyzer Dashboard |0 ADPSeC

=t
Main Page Related Pages Classes Files Q Sa:
Class List Class Index Class Hierarchy Class Members

* Defcon.app
> Strings analysis HringYew Liniiok i chdodad

» ViewCantrollers

Info_Plist Content DekeninloTatleViewContoler

» Embeded Strings [Favmleramevlewoanme« |
v Classes [ EventoetaiTatieviewContoter |

dot7TabieViewContoler
howTableViewGontolet

Class List
Ciass Index
75 Cass Herarchy | BocTable ViewConfioles DetconTableViewConvoler H EventsTabie viewCoroler |
» Class Members UiTabieViewContoler PulToRettesnTable ViewContoler e
» Flles | ‘SpeakerDelaiTabie view Conoler | T HashDelconTabieViewContoler | | TaksTableViewContoler \

| SpeakersTableViewContolier |

‘TakDetaiTabieviewCantoler
Update TableViewContioger

DC17Tabeniaviem

I A NAppicatonDeiegate> }q—{ DefoonAppAppDelegate ]
<UTabBarContolerDelegale:>
DetoenAppOownioad

@ The Files tab shows the interface files that iNalyzer has generated.

Defcon.a pp iNalyzer Dashboard @ADDEEC
Main Page Related Pages Classes m Q" Saarct
m riamenesss |
¥ Befcon app - MapViewController.h
Strings analysis . MocTableViewController.h
b5 Vienzanitieo - NowTableViewController.h
info.Piist Content NSObjecth
» Embeded Strings :
» Classes i
Fliis Person.h
i PersonTypel
» File Members - PullToRefreshTableViewController.h
- Reachability.h
- SBJSON.h
SBJsonBase.h
SBJsonParser.h
.- SBJsonWriter.h
.. SpeakerDetail TableViewController.h
| SpeakerDetailViewController.h
_ SpeakersTableViewCantroller.h
.~ TalkDetail TableViewController.h
TalksDetailViewController.h
TalksTableViewController.h
= TwitterHelper.h
= TwitterMessage.h
1 UlApplicationDelegate.h
Ullmage.h
UiScrollViewDelegate.h
UlTabBarControllerDelegate.h
UlWebViewDelegate.h
= UpdatesUlViewController.h
LindataTahlaliowantenlisr b
fle:{/Iocalhost/ Agps/Defcon-v1 1/Payload _html

Summary

In this section, we discussed the static analysis of iOS application using iNalyzer and how it eases our tasks.
In the next section we will look at how we can use iNalyzer further for runtime analysis of iOS applications.

AppSec Labs Ltd.

info@appsec-labs.com | https://7appsec-labs.com | 10 HaTa’as St., Kfar Saba 44641 Isracl | T: +972-9-7485005 | F: +972-9-7730595



'm) AppSec

=mmme Application security

iNalyzer With Unencrypted Applications

Unencrypted applications, such as system applications (e.g. Calendar, SpringBoard, Photos, Music, etc.), must
be dealt with differently when using iNalyzer.

These applications should be managed in iNalyzer with the '—direct’ option. In order to find the relevant path
for these applications, you can locate them by looking for processes that are running on a system using the
'ps -ef' option:

1. After we found the desired application (SpringBoard), we copy its folder location:
/System/Library/CoreServices/SpringBoard.app

2. We can employ iNalyzer by using:

#/iNalyzer5 - -direct/System/Library/CoreServices/SpringBoard.app
When this completes, the package file (.ipa) will be waiting for you here:
svar/root/Documents/iNalyzer

3. Alternately, you can use the iNalyzer interface to download the process' package file from your device.
This is done by using the (experimental) section Running Processes

TADDBQC

iNalyzer Packager \==" picstionsecur
How to use:

1. Install GraphViz-Det o \\u

2. Install DoxyGen on PE¥gQR
3. Choose Application s'-Pluxess from the-listand click Package

Choose i i r,cPs.! i to Pack:
SprmgBoard/ TH R iv

FunRun @
-MnblleMaM
MobileSafari

Password Keeper Lite
4. Save .zipto Refrg;rélber
ox

3R doxlie, IStureK\tUIServ\ce
dox.template Weather
6. Then open nWeb ex.html with
WebContentAnalysisU!
WebViewService
7. To toggle CyZapperQA left-arrow
keyboard key, 1Running Processes (Experimentall) = |qat and to

EscrowSecurityAlert i
MobileCal
MobileMail

P
[ BSpr ,,.#ﬁ?lmﬂ]
identitysenvitEsd

imagent ¥

lizard on

FireFox

swich to your &

4. Copy the .ipafile to your PC, change the .ipa extension to .zip and unzip it into a folder. Once you have
the folder ready, repeat the same procedure explained earlier to run DoxyGen.
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5. You can use the script mentioned earlier, or DoxyWizard if you run on your PC, by selecting the
dox.template files within the DoxyGen folder in the app.

SpringBoard-direct » Payload » Doxygen » ol —
=T
Include in library = Share with = Burn New folder =2 - [ @1 Bvo
Name : Date modified Type Size
- e
%% logo.gif 3/2/2014 3:32 PM GIF image 7 KB P
s e' footer.html Chrome HTML Da... i KB
| doxMe.sh 3/2/2014 3:32 PM SH File 1KB
s |45 doxMe.bat 3/2/2014 3:32 PM Windows Batch File 1KE
i || doxtemplate 3/3/201412:31 PM TEMPLATE File 12 KB
& Doxygen GUI frontend {C:/Users/keizer/Desktop/SpringBoard-direct/Payload/Doxygen/dox.template)
i File Settings Help
Step 1: Spedfy the working directory from which doxygen will run
C:ﬂ_lsers,.’keizerfDéskﬁopJ'S.pringBoardﬂ‘:li‘rectfPavloadeoxvgen
5 Step 2: Configure doxygen using the Wizard and/or Expert tab, then switch to the Run tab to generate the documentation
Wizard | Expert I Run |
Topics Provide some information about the project you are documenting
Project
- Mode Projectname:  SpringBoard,app

6. After you have completed step 5, you should have the index.html file, exactly as it would work on an
installed and encrypted application.

("t SpringBoard.app: Strings analysis. | +
€ file///C:fUsers/keizer/Desktop/Spr i | g chtml
SpringBoard.app Aoy -
HEED NS @R a| | &a®
Main Page Related Pages ‘ Classes | Files wi_vodalT & W 26% &3

v SpringBoard.app

» Strings analysis Strings analysis
¥ ViewControllers

Enter Passcode

SBAppSliderHomaPageCellView .
SBAppSlidericonCantraller SQL strlngs

SBAppSliderScrollingViewController

SBAppSwitcherContextHostWiapperView 122583 _selectTr orRet ToTheL romApp:forceToBuddl

AppSwilcherPage ServiceRemoleViewConl
SeiAppSuticherageSericeRemteliewGonlrmier 2 32124 inserticonintoListviewiconindex moveNow
‘SBAssistantController
SBAssistaniObserver 3 32125 Inserticon intoListViewiconindex moveNow:pop
sBEannerContraller ]
SEEuletnObsener s RConaler 48405 Attempt fo insert item already present in store: %@
SoBullaliimeCaniolies 58407 Attempt fo insert section that is already in store: %@
SBCCAirStuffSectionContralier

SBCCBrightnessSectionCantraller ~ URI strings
SBCCMediaControlsSectonController
SBCCQuickLaunchSectionController 1 11749 Please notify the developer investigating <rdar://prob

SBCCSettingsSectionController 2 2115 2@://
SBConfrolCenterControlier B e —
SBControlCenterViewConiroller

SBControlCenterViewControlierDelegate £333921 was e cdedl Splay SHOH i bl avtug I ~MNO
SBFWallpaperviswintemalObserver odiutsikaoa=d/conken nods 21 d=tnport

SEFalderCantroller 6 34502 radr://Sel4542 9
SSFoldericonimagelienfy 7 37513 tellock:// L 3
SEALIT 2 37514 tellock://2suppressDizconnect=1

SBFalderviewDelegate Emergency
9 37517 telshow://

SBlconBlurryBackgroundViewObserver Call
10 5255 <!DOCTYEE plist FUBLIC "~//Apple//DTD PLIST 1.0//EN" "hl
SBlcongerollviewDelegate

Cancel
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Runtime Analysis Using iNalyzer

In the previous section, we looked at how we can perform static analysis of iOS Applications using iNalyzer.
In this section, we will look at how we can use iNalyzer to perform runtime analysis of iOS applications. We
can invoke methods during runtime, find the value of a particular instance variable at a particular time in the
app, and essentially do anything that we can do with Cycript.

1. To open the runtime interpreter, first open the indx.html file generated by DoxyGen for the app you
want to analyze, and then double click the left arrow key.

#‘ no Result
Clear
4 10.0.1.23

Wain Page Related Pages. | Classes ‘ Files. ‘ W search
Defmn.app =

b Strings analysis Strings analysis

» ViewControllers

Info.Plist Content Analysis of Strings found in the executable

» Embeded Strings X

b Classes SQL Strings

» Files -

URI strings

1 1004 <IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
2 104 $hitp://www.apple.con/appleca/root.cxrll
3 1252 For credits (including art credit), surf here: http://defconapp.groupé.net/credits.

41253 For help, for any questions or to report a bug, surf here: http://defconapp.groupb.net

5 132 'http://www.apple.com/appleca/iphone.crll

2. You will see a console come up on the top (as shown below), where we can type commands. Enter
your device's IP address in the box in the middle-top and click Enter.

1P is sel to: 10.0.1.23

3. Make sure the app you want to analyze is open (i.e. in the foreground) on your device and that your
device is not in sleep mode. This is important because if your app is in the background or the device is
in sleep mode, your app will be temporarily paused by the OS - hence it is not possible to perform any
kind of runtime analysis on it.

4. Once the app is open, you can type any command on the left side of the console, just like you would
type on (such as: UIApp). The response will be shown in the right side of the console:

Fbun 50 \’6" ication: Ox182280>"<br>
Clear

#110.0.1:23
Related Fages: || /ciasses Fiies. (8 Searcn
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5. If you want to hide the status bar from the app, you can use the following command:
[[UIApplication sharedApplication] setStatusBarHidden: YES animated:YES].
In this case there will be no response, since the response type of this method is void.

GCo

[[lUlApplication sharedApplication) setStatusBarHidden:YES animated:YES);
| Clear

N>

6. The status bar has been hidden in the app and we no longer see the time on the top.

Defcon 18

l A current
P What

@ Agenda
S Jom

9 Knowledge

Conspirators

O Similarly, we can find the delegate class of this app:

Go
Clear
10.0.1.23

[UiApp.delegate |[@" <DefconAppAnpDelegate: 0x1a2590>"<br>

7. We can set the application icon badge number. In this case, let's set it to 9000:

[UlApp setApplicationiconBadgeNumber:9000]; - Lo i
Clear

3 10.0.1.23

8. The application icon on your device will now show the icon badge number:

Q Since this is exactly the same as having a Cycript console, we can enter the Javascript code as
well, or any other command from Cycript's documentation.

AppSec Labs Ltd.

info@appsec-labs.com | https:/7appsec-labs.com | 10 HaTa’as St., Kfar Saba 44641 Israel | T: +972-9-7485005 | F: +972-9-7730595



@ ApDppSec

Application security (W= =15

@ The following image is a command taken from the Cycript Tricks page:

T
[i for (iin 't,!l,.ﬁpg)ﬂ Go [Misa”,"_dels ""_touchMap”,"_exclusiveTouchWindows","_event""_touchesEvent","_motionEvent”,"_remoteCont
Clear rolEvent”,"_remoteControlEventObservers”,"_toplLevelNibObjects”,"_networkResourcesCurrentlyloadingCount”,"_
4| 10.0.1.23 hideNetwarkActivitylndicatorTimer","_editAlertView","_statusBar","_statusBarWindow","_observerBlocks",”_mainSt

9. You can create a function using both Objective-C and Javascript syntax. This method can be used
whenever you choose. The following images demonstrate two different methods:

function printMethods(className) {
var count = new new Type("l"};
var methods = class_copyMethodlistiohjc_getClass(className), count);
var methodsArray = []
for(var i = 0; i < *count; i++){
var method = methods[i];
ay.pushifselector:method_ge!

re(method), GCo
impl

on:method_getimplementation(method}; Clear
free(methods); 10.0.1.23
free(count);

return methodsArray;

(setTabBarController:),

elector Icati i i ion:0x38dd],
i 0d},
- | i e g
Methods(DefconAs Del
iprintMethods(DefconAppAppDelegate) i Cniti i "
2550},
Go | i i i
Clear | ale ntroller),impl i 4d},
10.0.1.23 80d}.

ionDidFinishLoading:),

1,

2eld},

lector

j i 65],
ObjectContext),impl i 1] <br>
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Running iNalyzer With Burp Proxy

Since iNalyzer uses the browser as its interface, interactive with Burp becomes intuitive. Set your browser
to go through Burp by setting the local host and port configured in Burp:

@ Configuring in browser:

6 P @ file///C:/ Users/keizer/Desktop/SpringBoard-direct/Payload/Doxygen/html/indexhtrl (& E’ - Google L2 B ¥+ #

SpringBoard.app iNalyzer Dashboard @ADDSE'C

Application security (=)

Main Page Related Pages | Classes | Files | Qs h
SBFoldericonimageView rcomed;on Settings ﬁ 1 »
SBFolderview =
SBFolderviewDelegate Configure Proxies to Access the Internet |
SBlconBlurryBackgroundViewObs erver (21 Mo proxy £

Ecutable
SBlconScrollViewDelegate (" Use system proxy settings

SBlconViewlMap (@ Manual proxy configuration:

SBlconViewObserver HTTP Proxy: 12?001 Port

enBuddyViewCeontroller

, , SOCKS Host: I P
SBLockScreenDeviceBlockViewController

SBLockScreenNotificationListController £ SOLES W @) Sk 3
SBLockScreenMotificationListView %
SBLockScreenPluginController

rhel ockScreenFromApp-forceToBud

) Index:moveNow:
Miscellaneous

[¥] Show the add-on bar (status bar) when launch Firefox

o] [

Index:moveNow:pop:
SBLockScreenyiew

SBLockScreenviewController present in store: %@

SBLockScreenViewDelegate

| r
Proxgy: 127.0.0.1

@ Configuring in Burp:

[ 2urp Suite Professional v1.5.21 - licensed to A

Burp Intruder Repeater Window Help

[ Target T Pn;:q T Spider TS::a.nner T Intruder T Repeater TSEquenc&r T Decoder TC.DTHD.EFEI' TExteru:Ier T Options T Alerts

[ Intercept T HTTP history T WebSockets history T Options ]

2| Proxy Listeners

@ Burp Proxy uses listeners to receive incoming HTTP reguests from your browser. You will need to configure your browser to us

| Add | |Running | interface | Invisible | Redirect | Certificate
€4 +B8080 o Per-host
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@  Any action performed within iNalyzer is sent to your device. This can include, for example,
querying the device which is the Ul's key window:

Iwaag.issxmﬂugm i Goy

Clear |
192.168.1.74

= Tord BFanae I Ilsceon iloe

@ This will send a request to the device, which can be intercepted by Burp:

i. Burp Suite Professional v1.5.21 - licensed to Ap| single user licen:

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

J ntercept T HTTP history I WebSockets history T Options ]

#| Reguest to hitp:/1192.168.1.74:5544

l Forward J l Drop J [ Intercept is on ] Action

Raw | Headers | Hex

GET /SpringBoard/ Invoke=UILpp.keyWindow&aEndInvoke HTTF/L1.1

Host: 192.168.1.74:5544

User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:25.0) Gecko/Z0Ll00L0OLl Firefox/25.0
Locept: text/html, application/xhtml+xml, application/xml;q=0.9, %/ %;=0.8
becept-Language: en-US,en:qg=0.5

Aecept-Encoding: gzip, deflate

Origin: null

Connection: keep-alive

8@ The response can be intercepted by Burp, as shown in the following images:

Burp Intruder Repeater Window Help

[Tﬁrget ]’ Proxy T Spider I Scanner ]’ Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options|

_[ ntercept T HTTP history TWenSuckets history I Options ]

Response from hitp:#192.168.1.74:5544/SpringBoard/invoke=UlApp. keyWindow&Endinvoke

l Forward J l Drop J [ Intercept is on ] Action Comment this item

Raw | Headers | Hex

HTTP/1.0 200 0K

Server: BaseHTTP/0.3 Python/Z.5.1
Date: Wed, 12 Mar Z014 le:56:02 GMT
Content-type: text/html
Access-Control-Allow-Origin: *

#" &1t ;SBELockAlertWindow: 0x1918dcal; baseClass = UIWindow; frame = (0 0; 320
480) ; opague = N0; gestureRecognizers = L1t :;NSArray: 0x17e8d4b0&gt;:; layer =
&1t ;UTWindowLayer: 0x1933c910&gt ;&gt;"<br>

UlApp. keyWindow _Go  |[#<SBLockAler\Window: Ox1916dcal; baseClass = UlWindow; frame =
) Clear (0 0: 320 480), opague = NO; gestureRecognizers = <NSArmay:
1921681 74 0x17e8d4b0=; layer = <UlWindowLayer: 0x1933c910>>"<br>
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In this way, all features available in Burp can become useful when using the iNalyzer. One known feature
of Burp is the brute-force tool, the Intruder, which can come in handy when you want to test your mobile
app against brute-force attacks.

We'll use SpringBoard for our demo. We already know that the device is locked and we need to provide a
4 digit passcode in order to open the device desktop. But what if we could brute-force our way into it?
Integrating iNalyzer with Burp can help us achieve this task.

First, we need to find the method that sends the passcode into the device.

1. Let's look at the Class List, and search for a class that can manage and work with passcodes:

Main Page | Related Pages Classes Files |
Class Index | Class Hierarchy | Class Members

SBFolderController ol SBPasscodellertitem
SBFolderlconimageliew

SBPasscodeAlertRecipe
SBFolderView )
o SBPasscodeComplianceAlertitem
SBFolderviewDelegate

B e ey e e
S-PasscodeControlier

SBlconBlurryBackgroundyiewObsenver

SBlconScrollViewDelegate SBPasscodeEntryAlertView

SBlconViewMap SBPasscodeEntryAlertViewController

HoNoNoRoNoNo)

Pl O W T | W e

Here we have found the SBPasscodeController. When we review the method list, we can see that it has
a method that is called: _passwordEntered. This may be exactly what we're looking for.

2. Let's set "pass” as an instance of this class, we can use Cycript's chosen method:

pass = choose(SBRA5scadzContallar0] Go | [F<SBPasscadeContraller. 0x16082060><br>
' Clear |
192.168.1.74

3. Now we can call the method _passwordEntered with the 4 digit parameter:

| [pass _passwordEntered:@"1234" ]

An empty response will be returned.
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4. Since we do not know the correct passcode, let's brute-force it. First, catch the request in Burp:

@J Request to hitp:/192.168.1.74:5544

[ Forward J [ Drop J [ Intercept is on ] Action Comment this item

Raw | Headers | Hex

[mn]

ET fSpringBDardfInvoke=s5Bpass%SD_passwardEntered:@%231234F22%20%5D&EndInvoke HTTP/L.1
Host: 152.1€8.1.74:5544

User—-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4: rvw:25.0) Gecko/Z01l00101 Firefox/25.0
Aocept: text/html,application/xhtml+xml, application/=ml;cq=0.9,*/*:¢q=0.8
Aocept-Languages: en-US, en:qg=0.5

Aocept-Encoding: gzip, deflate

Origin: null

Connection: keep-alive

Notice the passcode parameter in the GET request.

5. Now, let's use the Intruder as you would use it with a regular web-application:

[Target I Proxy T Spider I Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer I Extender T Options. T Alerts ]

1 = | & =

Target | Positions T Payloads T Options ]

@ Payload Paositions

Configure the positions where payloads will be inserted inte the base request. The attack type determines the way in which payloads are assigned to pf
for full details.

Attack type: | Sniper

GET fSpringBoardﬁTnvoke=%5Bpass%ZD_passwordEntered:@%22§1234§F32%20%5D&EndTnvoke HTTF/ 1.1
Host: 158Z2.168.1.74:5544

User-Agent: Wozilla/5.0 (Windows NT £.1; WOWE4; rv:25.0) Gecke/201l00101 Firefox/25.0
Aocept: text/html, application/xhtml+xml, application/xml;q=0.9,%/%;=0.8

Accept-Languages: en-UZ,en;q=0.5

Accept-Encoding: gzip, deflate

Origin: null

Connection: keep-alive

2 Payload Sets

You can define one or more payload sets. The number of payload sets depands on the attack typd
payload set, and each payload type can be customized in different ways

Faybad set | 1 |= Payload count: 10,000

Payload type: | Humbers |¥]  Requestcount 10,000
@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Type: @ sequential (' Random
From 0000

To: 9839

Step 1

How many.

Base: @ Decimal O Hex

Min integer dighs: |4
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6. The Intruder will generate the attack as a normal web-application:

E | Intruder attack 1
Attack Save Columns

jﬂﬁm T Target T Positions T Payloads T Opticns ]

‘ Filter: Showing all tems.
Request 4 | Payload Status | Error | Tmeout | Length | Comment
28 oot 200 a 0] 142
29 noes 200 a O 148
90 0089 200 o ] 148
a1 0090 200 )] )] 1428
a2 0091 200 a 0] 142
93 00s2 200 a a 148
94 0093 200 a )] 148
%6 0035 200 )] )] 1428
a7 0035 200 a (0] 148
28 00s7 200 ] a 148
99 00s3 200 a )] 148
100 0099 200 )] )] 1428
101 0100 200 ad 8] 148
59 0f 10000 |
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Note

Performing these tests on a Mac OS5 X Mountain Lion 10.8.4, may create a problem with the latest version
of GraphViz and it may cause it to hang each time. We recommend downloading an older version of
GraphViz (v 2.30.1). You can find older versions of GraphViz for Mac OS here.

Useful Links

(o]

AppSec Labs Home page

(o]

iNalyzer Official page

s

iNalyzer Github page

(o]

Graphviz Download page

(o]

Doxygen Download page

s

Attacking iPhone Applications, OWASP Israel 2012
iNalyzer Vs. iSafePlay Video

D O

No More iOS Blackbox Assessments Presentation, HITB Amsterdam 2013

(o]

No More iOS Blackbox Assessments Video, HITB Amsterdam 2013

(o]

Game of Pwns: Advanced iPhone pen-testing, OWASP Israel 2013

(o]

Cycript Tricks page

We hope this user guide has been informative and useful! If you have any further
questions please get in touch with us at: iNalyzer @AppSec-Labs.Com
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