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Using (i)Phones as Weapons
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What is iOS?

Mobile OS

Exsits on:

iPhone, iPod Touch, iPad latest
generation of AppleTV

OSX based + Mod. Kernel
(XNU) & System Libraries

Single tasking environment
(multitasking not exposed
to users)

@App&ec

Application security (W= =Y



What’s an iOS App ?

0 ObjC Compiled
(ARM)

OEncrypted Executable

O All needed data in

~/Applications/GUID/
AppName.app folder

O|nstalled by “mobile”
user
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10S Black-Box PT Agenda

a Agenda:
@ Quality Vulnerabilities
ODo it Fast

OReproduce

APP STORE
@ERNA&GUN?D
— From Drovo Copen 2187
PLAYS A LOUD ALERT SOUND
WHEN THERE 1S ATORNADO
WARNING FOR jbtR AREA.

RA“NG:****'Q’ ~

BASED OV 1 RENEHS
USER REVEWS:

n *n::** Goco VI

sk Ak A K RUNNING
GREAT, NO CRASHES

kA Ak T LIKE HOW You
CAN SEY MUALE LOCATIONS

R A A AN APP DID NOT
WARN ME ABOUT TORNADD,

THE PROBLEM WITH
AVERAGING STAR RATINGS
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10S Black-Box PT Agenda

You want Quality Findings !
Black Box — Min. App knowledge...

o Means:
OStatic Analysis
ODynamic Analysis
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Static Analysis Tools

o Tools:
QijFile / iFundBox (Cydia iOS/PC)
@SSH + Putty (iOS + PC)
B@HexEditor (Win/Mac)
@PIist Editor (iOS, PC)
@sQLite Browser (Win/Mac)
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Dynamic Analysis Tools

a Tools:
OProxy (PC) + Certificate (Root CA)
OWiFi HotSpot
OCycript
OClass-Dump-Z
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Typical Setup

A MM Burp Suite Pr ional v1.4.10 - licensed to AppSec Labs [single user license]

Burp Intruder Repeater Window About

[ imuder | Repeater | sequencer | Decoder | Comparer | Options | Alerts |

Target 1 Proxy | spider

Scanner

j Site map I Scope

‘ Filter- Hiding out of scope and not found items; hiding 4xx responses; hiding empry folders ‘

Host

| Method | URL

L

Request | Response

BEE

3

t 0 matches
4

Attacker
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Mobile PT = Agony

o Encrypted Binary.
o No Emulation (until now.)

o No Full High Level Code
Reversing (Android, Flex,
.NET)

o No Peer Info (% Coverage
thru BlackBox)

& No Automation

& No Scanners

Manual, Manual, Manual...
@ADDSPC
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The Solution

AppSec-Labs iNalyzer

—
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AppSec-Labs iNalyzer

# Screenium Edit Capture Export Window Help vo=  ER @ W 5D 4 == (=] (Charged) 0:57 vap 57 Q

SafePlay_app: LoginViewController Class Reference - (Private Browsing)

: iSafePlay_app: LoginViewContro... | + Q-
file:// /Users/_coredump/Desktop/Blog_iPhonefowasp_ () ¢ *§~ isafePlay Q Ll Bsookmarks~ _ °© ~
Back Forward Subscribe Reload Stop Home Firebug
Main Page Related Pages Files Q- = — =
coredumps-iphone.local - VNC Viewer
Class List Class Index Class Hierarchy Class Members s
checkPass
checkPWOK:
clearPass
Omer 4 SC-323PU
dealloc
deposite:

didReceiveMemoryWarning

doneGLock:

flashAgainATMLbI

flashAgainLbl

gotoView

iFlash - i ——— -~ - == = A !
imagePickerController:didFinishl _ Bcichy inVi Hdaf Hyomi  iPassSafe
keyOtap iSatePod I n

keyltap == ) selPasswordmewControllgr, o
key2tap: - -

- [ SetPasswordViewController ]< -———=""
iSafePod_ - setPWAnswerViewController . ~

Productivity

key3tap

key4tap:

keyStap j‘ iSafefod | SetPWAnswerViewController I¢
keybtap

key7tap

key8tap

keyOtap

keyBlanktap ¥
keyboardWillShow

| —e W@ App&eé :
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AppSec-Labs iNalyzer

o Automatic Static Analysis
o Automatic Call Graph/Hierarchy Graph

a Automatic Execution Ul for manual and
Automatic PT

o Attaches to any scanner or other Web
testing Tool.
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iNalyzer Setup — iPhone as the
Pen Testing Tool

SpringBoard_app: Sirings analysis - (Private Browsing)
= |® . % |1 | springBoard_app: stringsa . | . objective ¢~ Story link flow._ % | +

fle.//{Users_coredump/Desktop/Blog_{Phon

cationopentQ ) ® Eliookmarics ¥ -
L “ﬂﬂln

Subscribe  Reload Stop Fitebug

m Related Pages  Classes | Files G
SQL Strings

123894 inserticon intoList¥iew iconindex maveNow:

227201 textField willC!

File URI strings
121510 doubletap://com.apple.camera
221511 doubletap //com. spple mobilephonePview=FAVORITES
321512 doubletap. //com.apple. mobileslideshow-Camera
421513 doubletap //com.apple springboard-Search
5 23332 htp:/ /ity

apple.c o ibooks /id36

6 24756 music:/ /playlmmediately
7 25208 photos-event: /Juicmd =show-import
825495 radr.//5614542

927184 telemergency.//

10 27185 tellock

11 27187 telshow: [/ v
12 27894 x-web-search:// 7K@

13 27895 x-web-search:/ wikipedia/ %@

ap
10"k~ web- Bear

Attacker

A MM Burp Suite Pr ional v1.4.10 - licensed to AppSec Labs [single user license]
Burp Intruder Repeater Window About

[ imruder | Repeater | sequencer | Decoder | Comparer | Options | Alerts |
Target 1 Proxy | Spider | Scanner

j site map | Scope

‘ Filter- Hiding out of scope and not found ftems; hiding 4xx responses; hiding empry folders ‘

Host | Method | URL

L

Request | Response

0 matches




AppSec-Labs iNalyzer - Client

o n
¥

iarcs Chess ‘ Viber ntertainment iSSH

elonMeter Hdaf Hyomi iNalyzer Crackulou
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Static Analysis Findings

o Sensitive information in files:

QPeers

Mobile API

is empty on successful calls, unless otherwise stated. On errors it contains the error text.
EW! Multiple errors are separated by “|*

Registration

El ¥ DEVICES

1 4 I _ coreDum...
£l iDisk

2} Mac-NonCs

sonresy ) Backup

¥ SHARED
B [ amitay-8b...
erms =
bezeq
URL:ittg Q
(9] hal-02905...
Request
SONresp | E‘CES
tof TP
; 2 (L] Courses
' (] Personal
(] installations
dSS
(2 swap
.
RL: hitp Ebo:umentum +

4 |_] TC_STORE &

elds, well-formed email, numerical |

.« MyCheck.app

png

minus.png

MsgScreen_Bg@2x.

png

x.  Menu [op 1@2x

Menu_top_grad

png @2x.png

-
DOCX l

Mobile API-7.docx

MsgScreen_Check_
old.png

moreArrow.png

MsgScreen_Check.

png

Menu_top.png

MsgScreen_Bg.png

MsgScreen_Check
@2x.png

+ MyCheck.app » || Mobile API-7.docx

{34 Mac-NonCS » (@ » Y » & » G » GBl + G »
1of. 77.63 GB

https://appsec-labs.com/iNalyzer

QAR

AppSec

Application security [ ==}



Static Analysis Findings

O Credentials

) € R
M al . Last Saved: 06/08/12 12:18:15
2 j lT—”_‘ File Path v : sftp://root@coredumps-iphon...1A862C2
<4 » o[Y logaxt T (nosymbol selected) *
681 <1--[if 1t IE 7 ]>
682 <script src="/LAYOUTS/scripts/1ib/dd_belatedpng.js"></
683 <![endif]-->
684 <script src="LAYOUTS/scripts/min/jquery-ui.min.js"
type="text/javascript”></script></form>
685 2@12-28-06 12:16: 49 622 9217 607['n1n'1 N2] currentExecutingStepinuex=v
686 2012-28-06 12:15:4 ound variable to replace
o= IDENTIFICATION
687 | 20812-9R-Ah ound variable to replace PASSWORD.
688 3 g7[*n12*T Nnd]
689 2612 08 06 12: 16 49. 627 9217: 607[‘1112’1’ nn2]
690 2012-08-06 12:16:49.633 9217:607['N11*T NN2] executing step #1...
691 2012-08-06 12:16:49.634 9217:607['N2*T NMNI] ~----cvmmcccccceccanan
692 2012-08-06 12:16:49.635 9217:607['N12'T NnN2] label = wnnwn DV NDNKND...
693 2@12-28-086 12:16:49.636 9217:607[°N11'T NN2] stepType = (null)
694 2@12-88-86 12:16:49.636 9217:607[*NM2T N3] url =
https://www.bezeq.co.il/SelfService/Pages/default.aspx
695 2012-08-026 12:16:49.637 9217:607['NM1'T NN2] contentType = (null)
696 2012-08-06 12:16:49.638 9217:607[*N11°T NnN2] referer = (null)
697 2012-28-06 12:16:49.639 9217:607[°N12*T NMN2] host = www.bezeq.co.il
698 2012-08-086 12:16:49.639 9217:607[*N12°T NnN2] encoding = UTF-8
699 2012-28-06 12:16:49.642 9217:607['N12'T NN2]
700 2@12-08-06 12:16:49.641 9217:607[°N2T NN2] url =
https://www.bezeq.co.il/SelfService/Pages/default.aspx
701 2012-08-06 12:16:49.642 9217:607['NM11*T Nn2] Content Type (using default) =
= application/x-www-form-urlencoded
702 2012-08-06 12:16:49.648 9217:607[>N11'T NN2] Found Cookie. Name:
= ASP.NET_SessionId @peo2zwthgricfpelfS4vzse
703 2012-08-06 12:16:49.649 9217:607['N11'T NN2] Found Cookie. Name: TS76a242
e 8ad1689818c3115b5b411b@ff@587f91d@asbf70c08a11ff501f8b7f36af3f5ef773625b
704 2012-08-06 12:16:49.650 9217:607[°N12*T NN2] Found Cookie. Name: TS76a242_31
ba276eeaf6db@233ce326816f5fbfe7ed@adbf70c@8al11ff 2e9cd5263a249
43
705 2612-08 06 12 16:49.651 9217: 667[’n13’1 2] Found Cookie Name: TS76a242_75
706 2012-08-086 12:16:49.653 9217:607 N7 'm:] Posting data.
USER=UserNamegg&PASSHORD=SecretPassword&REHEHBER=6&DoLogin=1
707 4 8
708 2612-68 06 12: 16 4s. 655 9217: 607[’n1;’1 ﬂnJ] REQUEST HEADERS :
709 {
710 “Content-Length"” = 6@;
711 “"Content-Type"” = "application/x-www-form-urlencoded”;
712 Coockie = "ASP.NET_SessionId=8peo2zwthqricfpelf54vzse;

TS76a242=
8ad168981@c3115b5b411beff@587f91dRaSbf7@c@8al11ff5@1f8b7f36af3f5ef773625b;

https://appsec-labs.com/iNalyzer
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Static Analysis Findings

-105 ORANGE = 8:54

O Credentials

(B waze

Edit user

Prompts.Name: heb galit
System.Language: heb
Download.Download traffic Jjams: yes

Map.Show

Map.Show

Map.Dont Cleartext
Map. Bhaw Credentials
Map.Show

Map.Show other wazers: yes

Map.Auto show street bar: yes

Map.Show top bar on tap: no

Welcome Wizard.First time: iphone no
Realtime.Nickname: coreDump
Realtime.Password:

Realtime.Name: coreDump
Display.Backlight: vyes

Alternative Routes.last check timestamp: -1
Alternative Routes.Show Suggested: vyes
Map Icons.Show on screen on tap: vyes
Map.Orientation: 2D

Trip.Car: car blue
Network.Compression Enabled: no
General .FB Share shown: yes
General .Rate us wver: 3.1.0.0
General .Rate us time: 1332248071
General .Rate us shown: yes




Static Analysis Findings

-98 ORANGE = 20:13

@ Private Information: Edit Contacts.data

Contacts
database

2 Viber

https://appsec-labs.com/iNalyzer mc
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iNalyzer & Burp intruder

# Firefox File Edit View History Bookmarks Tools Window Help HRABE = B @ =W H 4 B (=] (Charged) 2:01 vap 51 Q
ene SpringBoard_app: Strings analysis - {Private Browsing)
J iSafePlay_app: LoginViewCo... H@ SpringBoard-4.x-Headers/... M SpringBoard_app: Strings a... HE objective c - Story link flow... * N -+ | Q~
L] > ” + N e B i N » -
file:/ /U d Desktop/Blog_iPh - OpenuUQ Bookmarks * ~
Back Forward - S/ LIISSEETEORCBNDFINS KRS BogLIVton ! Subscribe Reload Stop , L onEpen Home Esookmaris Firebug -~
Related Pages Classes Files Q- = = T
coredumps~iphone.local - VNC Viewer
SpringBoard_a; - -99 ORANGE = o » =
i i SQL Strings
Strings analysis
Info.Plist Content 1 23894 insertlcon:intoListView:iconIndex:moveNow:
Embeded Strings 2 27201 textField:willChangeSelectionFromCharacterRange:toCharacterRange: M
Classes . Main . w\tilities  Social...rking
Files URI strings
1 21510 doubletap://com.apple.camera N
2 21511 doubletap://com.apple.mobilephone?view=FAVORITES
3 21512 doubletap://com.apple.mobileslideshow-Camera
4 21513 doubletap://com.apple.springboard-Search
5 23332 http://itunes.apple.com/us/app/ibooks/id364709193?mt=8
6 24756 music://playlmmediately
7 25208 photos-event:/ f?uicmd=show-import
8 25495 radr:/ /5614542
9 27184 telemergency://
10 27185 tellock://
11 27187 telshow:// -

12 27894 x-web-search:// /%@

13 27895 x-web-search:/ /wikipedia/?%@

jADDSéc |

qarr 4 B

NSURL alloc] Co @ ADDBPC :r
. Clear Ssmmm  Application security (=1 |
.

(S | | . 0 matches Slide

https://appsec-labs.com/iNalyzer l l\ /_\I—]I—]:EC
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Tampering With Files

aze

ail. ORANGE 3G 17:21

All

Edit session

)
. e % L, . Navigation.Is navigating: 0
il D—0 Navigation.Last position: 34633912,31785385

Splash.Last check time: 1333031217

Splash.Update time: Thu, 29 Mar 2012 14:20:01 GMT
Tiles.Last Session: 1329110637

eng.Update time:

heb.Update time: Tue, 27 Mar 2012 15:08:01 GMT
Prompts.Queued lang:

' H . H . Prompts.Downloading lang:
pOInts' ’ pOInts' Prompts.Update time: Thu, 19 Jaf Dw_aze
ze Warrior, 31093 pts. ze Warrior, 31965 pts. Lang.Update time: Sun, 05 Feb 2 river

Points.Points Update Time Stamp: Points
rently 5890 pts. to next level rrently 5018 pts. to next ) Fo nis:Sexver Foinbs Titte Stemp: M

Points.0ld Peints: 31105

Points.New Points: 117

Navigation.Enable: yes

My Rank: 3087 1 My Rank: 12630 |y

© Heres how you can move up £, Heres how you can move up

ranks ranks
i i
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Tampering w/ Client Side Data

-98 ORANGE -57 0:28

E nte r P aSSCOd e w4 » | D net.fanship.iSafePlay.plist ) No Selection

WebKitLocalStorageDatabasePathPreferen  String

https://appsec-labs.com/iNalyzer

Key Type Value
maxPhotopx Number 1920
ItemsinRow Boolean YES
checkDate Date 30/08/2012 09:06:35
GFakeLock String
LKiKi Boolean YES
xCc Boolean YES
b TabsOrder Array (8 items)
current_version String 4.0
CachedVCCaps Number 1048576
SAnswer String N
showedInstruction Boolean NO
» fakepw Array (1 item)
WebKitOfflineWebApplicationCacheEnable Boolean YES
EGORefreshTableView_LastRefresh String 08/31/2012 08:50:
latestVersion String 4.0
Ebutu Boolean YES
r_ﬁﬁ,[na_[e Date 30/08/2012 090634
| password ©© String 4 0000 |
“WebKitDiskimageCacheSavedCacheDirecto String
Glock String
photosOrganizing Boolean NO

fvar/mobile/Applications /F7696BCC-1E56-4750-

L) APPSeC
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Manual Reversing Interfaces:

o Class-dump-z

Usage: class-dump-z [<options>] <filename>

where options are:

Analysis:
-p
-h proto
-h super
-y <root>
-u <arch>

Formatting:
-a
-A
-k
-k -k
-R
-N
-b
-i <file>

Filtering:
=C <regex>
-f <regex>
-g
=X <list>
-h cats
-h dogs

Sorting:
-5
-s
-z

output:
-H
-0 _<dir>

Convert undeclared getters and setters into properties (propertize).
Hide methods which already appears in an adopted protocol.

Hide inherited methods.

Choose the sysroot. Default to the path of latest iPhoneOS SDK, or /.
Choose a specific architecture in a fat binary (e.g. armvé, armv?, etc.)

Print ivar offsets

Print implementation VM addresses.

Show additional corments.

Show even more corments.

Show pointer declarations as int *a instead of int* a.

Keep the rav struct names (e.g. do no replace CFArray* with CFArrayRef) .
Put a space after the +/- sign (i.e. + (void)... instead of +(void)...).
Read and update signature hints file.

Only display types with (original) name matching the RegExp (in PCRE syntax).
Only display wmethods with (original) nawe matching the RegExp.

Display exported classes only.

Ignore all types (except categories) with a prefix in the comma-separated list.
Hide categories.

Hide protocols.

Sort types in alphabetical order.
Sort methods in alphabetical order.
Sort methods alphabetically but put class methods and -init... first.

Separate into header files
Put header files into this directory instead of current directory. e'

https://appsec-labs.com/iNalyzer =

Application security [W=]=T—



e M@l Terminal — ttysQ00

Reversing Interfaces:

o Class-dump-z

troller

roller =AITabEBarDe

itroller -
1ITextFie
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AppSec-Labs iNalyzer

® Screenium Edit Capture Export Window Help & N» o= 2 w5 4 E= (=] (Charged) 0:57 vap 571 Q

SafePlay_app: LoginViewController Class Reference - (Private Browsing)

: iSafePlay_app: LoginViewContro... | + Q-
= 3 C' 9, - ﬁ -
file:///Users/_coredump/Desktop/Blog_iPhone/owasp_ 3 -" isafePlay Q B Bookmarks ~ >

Back Forward Subscribe Relcad Stop Home Firebug
Main Page Related Pages m Files Q- Sez ) ==
Class List Class Index Class Hierarchy Class Members
checkPass
checkPWOK:
clearPass
dealloc
deposite:

didReceiveMemoryWarning
doneGLock:
flashAgainATMLbl
flashAgainLbl

gotoView

iFlash 7 ) ) - - ——— S i
imagePickerController:didFinishl iSSH Hdaf Hyomi  iPassSafe

keyOtap; iSafePod
keyltap Y e ) setPasswordViewController _
key2tap =l - - -

key3tap L I SetPasswordViewController |< - ’ Productivity
iSafePod_ - setPWAnswerViewController . ~

keydtap:

keyStap } iSafefod |SetPWAnswerVuewController L_ BT
key6tap

key7tap:
key8tap Messages
key9tap

keyBlanktap: Y

keyboardWillShow v

| . — @ADDSPC
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iNalyzer:

o Turns your iPhone into a PenTesting Tool
o No More Black Box = Gray Box

o Bypasses any Signing or Client Request
Validation Process

@Appsec
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Summary

o Mobile security is in rise
o Mobile PT requires Mobile understanding

o We provide mobile application security

hands-on training

©Mobile Hacking

©Mobile Secure Coding

D\ APPSec
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Questions ¥
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Thank You
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