[image: image8.jpg]Advanced Application Security





Belch 1.0.13 

Documentation

=============
Belch is a binary protocol pen-testing tool. It is used to aid in automation of testing AMF and Java-Serialization applications.

Belch performs on the fly transformation of binary data to human readable XML format. It was tested successfully against AMF version 3 and Java Serialization applications. Belch can be used as an translation peer for any Automatic scanner integrating automatic testing to the binary communication. Belch has been tested with various scanners such as BurpSuite, Accunetix, AppScan, Sqlmap etc.

Downloading

===========

Belch can be downloaded from http://www.AppSec-Labs.com/belch 
Installation

============

Belch acts as an add-on to Burp Suite proxy.

1. Download belch.

2. Update the burp-suite jar that is in the /lib/ folder to latest version

3. Run the Belch.bat (windows) or the Belch.sh (*nix)

4. Configure burp with 2 listeners (one should redirect to the second)
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To add a newlistener, complete the relevant details and dlick “add”.

[ —

[ listen on loopback interface only

] supportinvisible proxying for non-proxy-aware clients





5. Enjoy Belch.
Belch Options

============

Belch various options are described in the following image
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Change: this button pops up the Logging folder selection GUL in this folder Belch will
record all the traffic that passes throw it

Trap Requests: when enabled Belch will pass requests to the External editor for
processing.

Trap Responses: when enabled Belch will pass responses fo the External editor for
processing.

Select: this button pops up the External editor selection GUL Belch will exceute the
editor on each selected message as pre-configured in the requests/responses check-boxes.

Automation Enabled: when checked responses that arrived will be preprocessed by the
selected processor and the will be sent fo the client side of communication.

Automation Folder (Automator): this button will pop up the Automation responses
folder selection, when automation is enabled select the first response fo be sent fo the
processor and the fo the client, since Belch records it fraffic using the #_Response.raw
convention, Belch automation will iterate on the following responses sequentially.

Processor: this button will pop up the processor selection GUL Belch will exccute this
processor on each response prior to forwarding it to the client.

Reset: this button will reset the iteration responses into the first response that was
selected.




How Belch works

===============
Belch is a plug-in for burp suite designed to aid binary protocol (Such as Flex Amf, Java Serialization etc.) analysis and manipulation, it is fairly simple to use.

When dealing with binary communication of web application (such as Flex or JSer - java serialization protocols) most of the time the communication between the client and the server is transmitted in binary format. Most proxy tools cannot manipulate binary communication on the fly with a valuable editor, which is why I wrote Belch.

Belch is aimed at helping protocol analysis be smother. Belch lunches as a burp suite plug-in that interacts with the communication on both ends and converts the binary protocol to a simple XML over http. Once communication is transformed to XML researcher and testers can fully test the application logic as a standard application.

Examples

========

Here are some examples of using belch: 

1. Flex:


The binary format:
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Belch XML format:
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2. Java serialization:


The binary format:
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Belch XML format:
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Download from our site at http://www.appsec-labs.com/belch 
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